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Request for HIPAA Alteration to or Waiver of Individual Authorization from the
University of Cincinnati Institutional Review Board

The Need for an Alteration/Waiver of Individual Authorization  

The HIPAA Privacy Rule establishes the conditions under which Protected Health Information (PHI) may be used or disclosed by covered entities for research purposes.  Research is defined in the Privacy Rule as, “a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge.” (See 45 CFR 164.501).   Under the HIPAA Privacy Rule, some research that was exempt from informed consent and/or Institutional Review Board (IRB) review will require authorization for the release of PHI or a Waiver of Individual Authorization issued by an IRB or Privacy Board.

In order to conduct research using medical records or other PHI from University of Cincinnati Medical Center or another covered entity, the researcher must present an approved alteration to or waiver of the HIPAA individual authorization requirement to the covered entity which holds the PHI.  The waiver must be approved by an IRB or a Privacy Board, established in accordance with 45 CFR 164.512 (i)(1)(i)(B)(1)-(3), prior to initiating the research.   

Please note that researchers may access the covered entity’s PHI only for reviews preparatory to research without an individual authorization or alteration or waiver of individual authorization so long as the researcher does not remove any identifiable information from the covered entity.  The information must be completely de-identified, or the waiver from the IRB will be required. A covered entity may use or disclose for research purposes health information which has been de-identified (in accordance with 45 CFR 164.502(d), and 164.514(a)-(c) of the Rule).  

UNIVERSITY OF CINCINNATI
APPLICATION FOR ALTERATION TO OR WAIVER OF INDIVIDUAL AUTHORIZATION

	PI Name:
	


	Study Name:
	

	Name of HIPAA Covered Entity
Where PHI is Held:
	



An IRB or Privacy Board may approve an alteration or a waiver, in whole or in part, of the requirement for individual authorization if it determines that the research meets the criteria outlined in 45 CFR 164.512(i)(2)(i)-(v) as applicable.

This waiver of HIPAA authorization is being requested to allow access to protected health information (PHI). Protected Health Information (PHI) individually identifiable health information transmitted or maintained in any form (electronic means, on paper, or through oral communication) that relates to the past, present or future physical or mental health or conditions of an individual plus any of the 18 identifiers listed in the regulations. 

This request is for the following (mark all that apply):

☐  Partial Waiver of HIPAA Authorization (e.g., screening eligibility)

PHI will be reviewed and/or documented in order to determine eligibility of potential subjects based on the protocol inclusion/exclusion criteria. Access to PHI is the minimum necessary to determine if patients are eligible to participate in the study.  The study team will only collect the PHI necessary to determine eligibility criteria as described in the protocol.  Without the PHI the study team would be unable to perform these tasks.

The research could not practicably be conducted without the partial waiver because it is not practicable to obtain individual HIPAA authorization from all patients that may be eligible for the study. Many patients will be screened, but few will meet the inclusion/exclusion criteria.  Research personnel will need to review patients’ records prior to obtaining authorization to determine if the patients meet the minimum study requirements.  

The research could not practicably be conducted without access to and use of the PHI because the study team needs the PHI to verify if a patient meets the eligibility criteria for the study.

☐  Full Waiver of HIPAA Authorization (e.g., chart reviews)

	Please explain how your research meets both of the following criteria for a waiver:

A) This research cannot be practicably carried out without the Waiver of Authorization, because: 


B) This research cannot be practicably conducted without the participants’ PHI, because:


Please indicate with whom PHI may be shared:

☐ The study doctor and research staff (the study staff)
☐ The Office for Human Research Protections and agencies (including the FDA) in the U.S. Department of Health and Human Services.
☐ The funder of this research, [ENTER NAME OF FUNDING SOURCE HERE]. 
☐ Representatives of companies/institutions working on the study on behalf of the sponsor may have access to, inspect and review your information during and after the study for verification of clinical and scientific research procedures and/or data.
☐ A Data and Safety Monitoring Board and others authorized to monitor the conduct of the Study.
☐ Other collaborating institutions
☐ The University of Cincinnati Institutional Review Board and any other committees responsible for overseeing the research.
☐ University of Cincinnati Institutional Review Board Human Research Protection Program staff.
☐ Other: [ENTER NAME OF PERSON OR ORGANIZATION HERE]

Site Specific Information

1. Select the type of PHI identifiers to be collected 

☐ Names
☐ Geographic information (address, county, zip code, etc.)
☐ Dates (related to the individual – birthday, admission/discharge date, age if >90yrs)
☐ Telephone numbers
☐ Fax numbers
☐ Email addresses
☐ Social Security numbers
☐ Medical Record Numbers
☐ Account numbers
☐ Certificate/license numbers
☐ Device Identifiers and serial numbers
☐ Any other unique identifying number, characteristic, or code 
Explain:


2. Select the source(s) of the PHI. 

☐ Electronic medical record
☐ Paper medical record
☐ Pathology reports/slides
☐ Information in media format (Scans, radiology films, etc.)
☐ Other: 
Explain: 


3. Will the PHI be stored as hard copy records?  

☐ No  
☐ Yes, please complete the following  

a. Please select the physical safeguards that will be used.

☐ Only approve study staff has access to areas with study information.
☐ Locked cabinets
☐ Locked filing room
☐ Security system
☐ Other:
Explain:


b. Please verify PHI in paper records will be destroyed by shredding, burning, pulping, or pulverizing the records so that PHI is rendered essentially unreadable, indecipherable, and otherwise cannot be reconstructed.

☐ Yes   
☐ No   
☐ Other:
Explain:


4. Will the PHI be stored as electronic records?  

☐ No  
☐ Yes, please complete the following:  

a. Please select the safeguards that will be used:

☐ Only approved study staff has access to electronic study information
☐ Password protection
☐ Data encryption
☐ Firewall
☐ Automatic shutdown of unused screen
☐ Electronic system will not transmit data outside the covered entity
☐ Other:
Explain:






b. Please verify PHI on electronic media will be destroyed of by clearing (using software or hardware products to overwrite media with non-sensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains), or destroying the media (disintegration, pulverization, melting, incinerating, or shredding).

☐ Yes   
☐ No   
☐ NA   
☐ Other:
Explain:


5. Select the methods that will be used to protect PHI.

☐ Confidentiality agreements with staff
☐ Institutional confidentiality and privacy procedures
☐ Staff education regarding HIPAA Privacy Act
☐ Other:
Explain: 


Please complete questions #6 and #7 for a request for partial waiver only:

6. When will you destroy PHI collected from patients that do not agree to participate in the study? (select one)

☐ Identifiers will be destroyed after a patient does not agree to participate in the study.
☐ Identifiers will be destroyed with the study records, as defined by federal, state and/or local laws and regulations. No additional information may be collected from patients that do not provide informed consent/HIPAA authorization to participate in the study.  
☐ Identifiers will not be destroyed.  Provide a health, research and/or regulatory/legal justification for retaining the identifiers:


7. When will you destroy PHI collected from patients that agree to participate in the study? (select one)

☐ Identifiers will be destroyed with the study records, as defined by federal, state and/or local laws and regulations.
☐ Identifiers will not be destroyed.  Provide a health, research and/or regulatory/legal justification for retaining the identifiers:








Please complete question #8 for a full waiver request:

8. When will you destroy PHI collected from patients? (select one)

☐ Identifiers will be destroyed with the study records, as defined by federal, state and/or local laws and regulations.
☐ Identifiers will not be destroyed.  Provide a health, research and/or regulatory/legal justification for retaining the identifiers:


	Name and Title of Person Completing This Form:
	
	
	Date of Completion:
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